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Agenda b

e Android Bootloaders
e Generic Bootloader Library (GBL)

e Enabling GBL on Linaro supported devboards



Android Bootloaders linaro

<rant>
On almost every release, Android update the bootloader requirements
</rant>



Android Bootloaders Fragmentation S

Unlike Linux kernel, no consensus on a generic bootloader among vendors

Each SoC vendor has its own bootloader implementation

o Implementing the new Android requirements every release
o  Worst case: Different bootloader versions for the same SoC (Android 15 vs Android 16)

Little to no value in “differentiation” of Android bootloader implementation and

functionality
o No one buys a phone/tablet based on the bootloader



Generic Bootloader Library (GBL) finaro

e GBL is a standardized Android bootloader interface to fix Android bootloader

fragmentation problem

o It provides a hardware-agnostic interface that abstracts the bootloader's platform-specific
implementation

e Itis an Android boot flow UEFI application provided by Google

e Vendor independent GBL updates

o Reduces vendor’s integration burden, resulting in faster uptake of Android Boot changes
o Guaranteed using trusted components across ecosystem (ATF, libavb, libfdt, libufdt)

e Provide production ready open source Androidboot flow reference implementation



o)
Enabling GBL on Linaro supported devboards %2




0
State of stock bootloaders on devboards linaro

e Unlike high volume commercial devices, vendor bootloaders on devboards do not get
any feature updates. Making Android updates nearly impossible.

e Luckily on Qualcomm devboards, the reference bootloader code is available on

codelinaro
o In the past cherry-picking relevant features from newer bootloader releases helped
o But the process is tedious and error prone

e On other vendor devboards, a reasonable way out is to switch to other open-source
bootloader alternatives if possible like U-Boot, coreboot etc



GBL on Linaro supported devboards, why? tnoro

e Vendor independent Android bootflow implementation

o Install new Android bootloader features as part of GBL updates/images
o Leading to faster Android version upgrades

e Replicates production bootloader behavior
o Helps in testing and validating bootloader-level features



GBL on Linaro supported devboards, how? tnoro

e GBL requirements

o  UEFI support in vendor bootloader
m Toreuse existing standardized interfaces such as block devices, network, etc

e U-Boot to the rescue

o  Already using U-Boot to boot AOSP from external storage (mmc-sdcard)

m To avoid the wear and tear of internal storage due to prolonged usage in the lab
o GBL is developed and tested with U-Boot internally
o In house U-Boot expertise
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GBL and Custom EFI Protocols
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e U-Boot integration with custom GBL
p rOtOCO l.S Supported protocols

o EFI_BLOCK_IO_PROTOCOL
o EFI_BLOCK_I02_PROTOCOL (optional for
async 1/0)
.  EF|_DEVICE_PATH_PROTOCOL
e For example: GBL enables e o e

o EFI_LOADED_IMAGE_PROTOCOL

faSt bOOt- OVQ r' U S B OVG r C UStO m o EFI_SIMPLE_NETWORK_PROTOCOL

e EFI_SIMPLE_TEXT_INPUT_PROTOCOL

GBL_EFI_FASTBOOT_USB_PROTOCOL « 9LSNPLE TEXT TP PROTOCO

o UEFI memory allocation service API

o GBL also support fastboot-over-TCP
over the standard UEFI Simple Network

Proposed protocols

o GBL_EFI_0S_CONFIGURATION_PROTOCOL - to
apply OEM/SOC specific fix-ups for kernel /
bootconfig / device tree

« GBL_EFI_SLOT_PROTOCOL - to identify boot
mode, choose proper slot to boot from

o GBL_EFI_FASTBOOT_USB_PROTOCOL - fastboot
USB transport

o GBL_EFI_FASTBOOT_PROTOCOL - to customize
GBL fastboot implementation for the vendor needs

o GBL_EFI_IMAGE_LOADING_PROTOCOL (optional) -
to customize GBL allocation logic

« Something else after we learn more about your

requirements?

LINUX PLUMBERS CONFERENCE | sz

Protocol
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Build U-Boot and GBL linaro

e Build U-Boot for the devboard with EFI loader support

e Build GBL
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Build AOSP Conoes

e Enable init_boot image support

o GBL only supported boot header v4 images initially
o Set BOARD_INIT_BOOT_HEADER_VERSION := 4 and
BOARD_INIT_BOOT_IMAGE_PARTITION_SIZE in BoardConfig

e Prepare dummy vbmeta image to disable verity
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Flash Images oo

e Prepare custom partition layout (A/B) on mmc-sdcard using GPT command from
U-Boot

e Flash GBL and AOSP images using fastboot command from U-Boot
o Make sure U-Boot’s CONFIG_FASTBOOT FLASH_MMC _DEV is set to correct device

e Detailed instructions to build, flash and boot U-Boot, GBL and AOSP on devboards
are hosted on DevboardsForAndroid docs.

14


https://devboardsforandroid.linaro.org/en/latest/devices/rb3.html#flashing-and-booting-aosp-from-mmc-sdcard-using-generic-bootloader-library-gbl

D

Boot AOSP using GBL S

e Launch GBL efi app from U-Boot and continue to boot AOSP, else interrupt
the GBL bootflow by pressing <BACKSPACE> and jump to fastboot mode in GBL

*Detailed instructions to build, flash and boot U-Boot, GBL and AOSP on DB845c, RB5 and
SM8550-HDK devboards are hosted on DevboardsForAndroid docs.
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https://devboardsforandroid.linaro.org/en/latest/devices/rb3.html#flashing-and-booting-aosp-from-mmc-sdcard-using-generic-bootloader-library-gbl

GBL Bootflow Overview on Devboards




D
Summary S

e GBL standardizes the Android bootflow process, which will hopefully result in much
faster Android updates

e Enabling it on devboards bridges the gap between prototype and production
o Enables testing of Android boot flows with automated testing and Cl on devboards
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LPC 2020: Android Bootloader Consolidation
LPC 2024: Android Generic Boot Loader
e DevboardsForAndroid: Flashing and booting AOSP on DB845c using GBL
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https://lpc.events/event/7/contributions/782/
https://lpc.events/event/18/contributions/1704/
https://devboardsforandroid.linaro.org/en/latest/devices/rb3.html#flashing-and-booting-aosp-from-mmc-sdcard-using-generic-bootloader-library-gbl

Questions?
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