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Context

e |-D: draft-fossati-tls-attestation!

e |ETF 121 presentation?
® Mentioned confidential computing (CC) as main priority
® Asked for adoption
e FATT3 requirements
® Today: Formal analysis of I-D under CC threat model in ProVerif
® Breaks server authentication*
® Proposed solutions and open problems
e Challenge: Terminology hell and several rabbit holes in RATS®

® Very abstracted view (due to time limitations)
® Verifying RP = Verifier + Relying Party

1Tschofenig, Sheffer, Howard, Mihalcea, Deshpande, Niemi, and Fossati, Using Attestation in Transport Layer Security (TLS)
and Datagram Transport Layer Security (DTLS), 2024.

thtps ://datatracker.ietf.org/meeting/121/materials/slides-121-tls-tls-and-attestation-00
3https://github.com/t1lsug/tls-fatt
“https://mailarchive.ietf.org/arch/msg/t1s/Jx_yPoYWMIKaqXmPsytKZBDq230/
5Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
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Standard TLS vs. Remote Attestation (RA)

©rubca

@csr

Private key

Public key

—> Secure channel
<> Untrusted network

@ cCertificate @pubAK @rrivAK

Client

A

s

Server

1 privLTK

® CA as Trust Anchor

Verifying | | Attester
RP B eTLS 1 privEK

e HW manufacturer as Trust
Anchor

Cert = sign(privCA, ID || pubLTK) | Evidence = sign(privAK, m || pubEK)
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Remote Attestation-only (§6.1 in I-D)

® RA cert with measurements

® |s the average cloud customer happy with this?

RA cert
D
. m cloud.example.com
TLS Client pUbEK 4
<
Verifying RP
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Problem with Remote Attestation-only

® No PKI cert = No identity authentication

® Hostname not measured = Redirection to a different data center

RA cert

cloud.example.com

TLS Client pUbEK;

Verifying RP
Random dictatorship
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Solution

® Augment rather than replace Server Authentication

® PKI cert for ID, e.g., hostname
® RA cert to prove integrity of its computing environment

Client |«

Server Verifying

| privLTK RP

| Attester

OTLs

privEK

® Challenge: CertificateVerify message is not extensible!
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Potential Solutions

Intra-Handshake Attestation Post-Handshake Attestation?
1. Extension flag to e Based on RFC9261°%
la. Modify CertificateVerify e Server as Attester
message
1b. Allow multiple Client ) Server
CertificateVerify messages I One-way authenticated channel i
1 N . 1
2. Channel binder requiring key : CllentCerticateRequest >
schedule changes 1 ¢ Certificate, CertificateVerify, Finished 1
1 1
((( ))) )
(e ---°) CXX

?Fossati, Sardar, Sheffer, Tschofenig, and Mihalcea, Remote
Attestation with Exported Authenticators, 2025.

bSuIIivan, Exported Authenticators in TLS, 2022.
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Original Path

® Quoting Agent generates Evidence.

Verifying RP

eAppraise and
accept Evidence
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Evidence

Convey
Evidence

Evidence

; eGenerate

Quoting Agent, il

Genuine
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B Diversion Attack

® AK of a specific machine may be compromised. (e.g., privAK?)
® Transient execution attacks, as demonstrated by Foreshadow®

® /M, impersonates VM,

my
= pUbEK,
Verifying RP fe e Evidence

Quoting Agent, @Generate
Evidence
@ Convey

Evidence:

@Appraise and
accept Evidence

Genuine Compromised

%Van Bulck, Minkin, Weisse, Genkin, Kasikci, Piessens, Silberstein, Wenisch, Yarom, and Strackx, “Foreshadow: Extracting
the Keys to the Intel SGX Kingdom with Transient Out-of-Order Execution”, 2018.
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B How to Provision ID and LTK?

TLS Server

Verifying RP

eAppraise and
accept Evidence

® CSP gets the key k
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Workload |pubLTK]
omk
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Quoting Agent
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TLS-attest Protocol’

Client Server Private key
Verifying RP Attester Public key
PUbAK privEK, privAK ProVerif events
® centrelio $ ServerlD
@ ServerHello
h M
rdata = hash(pubEK)
signData = na || rdata || dev_status
ev = sign(privAK, signData)
cert = sign(privEK, (pubEK || ev))
@ Certificate = cert ® ServerRA
Check freshness
Verify signature on ev sig = sign(privEK,
Compare hashes 9 = sign(p ) | ’“9
@ CertificateVerify = sig
- — - ServerFin
|ver|fy(pubEK, ’ S'g)l @ Finished ServerComp
® ClientX
en @ Finished
— — -/
"https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/
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